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Summary:

This thesis addresses the critical security challenges in next-generation networks (5G,
IoT, SDN) by designing and implementing a novel Al-powered Intrusion Detection
System (IDS). The research proposes a hybrid two-stage deep learning architecture
combining a Deep Autoencoder (DAE) for dimensionality reduction with a 1D
Convolutional Neural Network (1D-CNN) for classification.

The system was implemented as a lightweight, containerized Virtual Network
Function (VNF) compliant with ETSI-NFV standards, enabling scalable deployment
in modern network infrastructures. Validated using the RT-IoT2022 dataset within an
emulated SDN testbed, the proposed model achieved 97.8% accuracy and 92.0%
macro F1-score, outperforming classical machine learning baselines (Random Forest,
SVM). Critically, the system demonstrated real-time operational capability with a
mean inference latency of 79 milliseconds on standard CPU hardware, making it
suitable for edge deployment without specialized accelerators.

Key Contributions:
e Novel hybrid DAE+1D-CNN architecture balancing accuracy and efficiency
o Strict EXPECTED_84 feature schema with robust preprocessing pipeline
o Containerized Flask-based inference service for portable VNF deployment

e Comprehensive validation demonstrating state-of-the-art performance in real-
time threat detection

[epiAnyn:

H mapovca nruylaxn epyasio aviipetonilel T kKpioYLES TPOKANGELS AGPAAELNS GTO
diktva emopevng yevidg (5G, 10T, SDN) péow tov oyedtacod Kot VAomoinong evog
Kavotopov Xvotiuatog Aviyvevong EioBoiwv (IDS) Baciopévov oe Texvnt
Nonuoovvn. H épevva mpoteiver pua vPprowkn apyttektovikn fabidg pudbnong ovo
otadiwv Tov cuvdvdlet Evav Babb Avtokmdkoromrn (DAE) yio peimon dwaoctdoemv
pe éva Movodidotato ZuveAktikd Nevpwviko Aiktvo (1D-CNN) yia ta&vounon.

To cVvoTpa VAOTOWONKE ®¢ eAaPpLd, wovikomompévn Atktvakr Agttovpyia (VNF)
ocvpowva pe ta tpotura ETSI-NFV, emitpémovtag v enektdoiun avantuén oe
oLYYPOVES SIKTVAKES VTTOJOWES. AElohoynpéVO pe To cVUVOLO dedopévav RT-10T2022
oe eEopotopévo mepiPaiiov SDN, 10 Tpotevopevo poviéro emétuye 97,8% akpifela
kot 92,0% macro F1-score, Eemepvmvtag KAaoKES peBodovs punyovikng pébnong
(Random Forest, SVM). Kpioyta, to chomuo enédeiée Aettovpyio o€ TparyaTiKo
xpOVo pe péon kabvotépnon 79 YIMooTOV TOV 0ELTEPOAENTOV Gg TLTIKO VAIKO CPU,
KafiotdVvTag TOo KATAAANAO Yo avdmtuén oe edge mepifailovia ywpic
€EE10IKEVUEVOVE EMTOYVVTEG,.

Baowkég Zuvelopopég:



Kowvotopog vppown apyrtektoviky DAE+1D-CNN mov e€icoppomnet
axpifela Kot amodoTIKOTN T

Avompd oynua yapoktnpiotikav EXPECTED 84 pe woyvpd pipeline
npoenesepyaciog

Ewovikomompévn vanpecia eEaymyng counepacudtov Paciouévn oe Flask
vy opnt avantuén VNF

OLOKANPOUEVT ETKVPMOOT) TTOV ATOSEIKVIEL KOPLPAi OTAOO0T) GTHV
aviYVeLOT| OTEIMDV GE TPAYUOTIKO YPOVO



