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(2) LEARNING OUTCOMES  

Learning Outcomes 

The course focuses on Computer Networks and Telecommunication Systems Security, as well as on 
privacy protection technologies. The approach is based on the OSI network architecture and 
specifically the security architecture in the Internet model. In addition, cybersecurity and mobile 
communications security issues are addressed. The course seeks to cultivate to students the culture 
of security in the networking environments, presenting the various categories of threats, 
vulnerabilities, countermeasures, and security methods. In addition, it cultivates familiarity with 
relevant terminology and key privacy technologies. 
Upon successful completion of the course the student will be able to: 
1. Explain the role and importance of telecommunications and networks security 
2. Implement symmetric cryptographic algorithms and public key algorithms 
3. Analyze and evaluate the security of telecommunications and networks systems 
4. Design and implement secure network systems and applications 
5. Evaluate the advantages and disadvantages of alternative security architectures 
6. Design and implement blockchain applications. 

General Skills 

• Search, analysis and synthesis of data and information, using the necessary technologies 

• Adaptation to new situations 

• Autonomous work 

• Teamwork 

• Work in an interdisciplinary environment 

• Production of new research ideas 

(3) SYLLABUS 

Theoretical Lecture Units 
• Introductory topics of Computer Networks’ Security: Threat Categories, Vulnerability 

Points, Countermeasures 

• Network Layer Security, Transport Layer Security, Application Layer Security. 

• Firewalls: capabilities and Limitations, Design Issues, firewall Architectures, Network / 

Application layer firewalls, Hybrid Security firewalls. 

• Intrusion Detection and prevention Systems, Deep packet inspection. 

• Security in the environment of wireless and mobile communication networks (2/3/4/5 

G, IEEE 802.11 and 802.16). 

• Risks and uncertainties from the use of cloud computing. 

• Privacy protection technologies, anonymity and pseudonymization. 

• Security of sensor networks and embedded systems. 

• Malware protection. 

• Symmetric cryptography and public key cryptography. 

• Digital signatures and certificates. 

• Security through blockchain architectures.  
 
Laboratory Exercises 
In the laboratory part of the course students have the opportunity to practice the concepts of theory 
using exercises that cover a wide range of material, and gain experience in using security mechanisms 
in networked computer systems environments, using corresponding tools and software libraries.   

 



(4) TEACHING METHODS - ASSESSMENT 

MODE OF DELIVERY In-Class Face-to-Face  

USE OF INFORMATION AND 
COMMUNICATION TECHNOLOGY   

 
 

 Use of ICTs in lecturing 

 Use of ICTs in laboratory-based training 

 Use of ICTs for the communication with students via the 

e-class platform 

TEACHING ORGANISATION  
 

Method description / 
Activity 

Semester Workload 

Lectures 52 

Laboratory work  13 

Non-guided personal study  17 

Project-based assignments  25 

Homework  13 

  

Total Contact Hours 120 
 

ASSESSMENT METHODS  
 

Language of Assessment  
Greek 
 
Student assessment methods 

1. Written final examination (40%) 

 with exercises 

 with multiple choice questions 

2. teamwork assignment for the theoretical part of the 

course (with written report and oral assessment) (20%). 

3. teamwork assignment for the laboratory part of the 

course (with written report and oral assessment) (30%).  

4. Homeworks (10%). 

 

The course evaluation criteria are announced to the 

students at the beginning of the semester and are posted 

on the course website in eClass. 
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- Relevant Scientific Journals: 

 IEEE Communications Surveys and Tutorials 

 IEEE Communications Magazine 
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